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QUALIFIED DIGITAL CERTIFICATE ONE FOR ALL

Qualified digital certificate (QDC) is a holder’s identity card in electronic business. As we can entirely
trust identity cards issued by administrative units, we can also entirely trust qualified digital
certificates issued by a certificate authority. QDC are issued only by accredited certificate authorities,
which operate in accordance with the valid legislation and by prescribed official procedures.

Detailed technical explanation on issuing and using QDC can be found in the document entitled
Notification to users of qualified digital certificates, which is saved on the installation CD Halcom CA,
while in continuation we give a few tips for secure use of QDC.

SECURE ELECTRONIC OPERATIONS

Level of electronic operations security depends also on the carrier or media, on which QDC holder
holds its private key. Currently, the highest level of security is ensured by the so called secured media
(smart cards and USB smart keys), whose main advantage is that a private key never leaves a media,
as encrypting and digital signing takes place on the media itself.

The foundation for secure electronic operations is secure behavior of users, which includes
equipment of a computer with adequate anti-virus programs and regular updating of software.
Otherwise, security is dependent on respecting basic rules for secure handling of QDC and PIN code, as
follows:

« PIN code should always be kept separately from a qualified digital certificate; it should not be
written on visible places, accessible by everyone;

« |t is recommended to regularly change a PIN code;

« Upon completing work with electronic bank, smart cards should not be kept in reader nor the
USB key in the USB port;

= Digital certificates should not be lent to others (in the same way you would not lend your
identity card, passport or bank card);

< In case of loss or abuse of digital certificate, the certificate will be immediately revoked.

You will receive your qualified digital certificate ONE FOR ALL at your bank or by mail. Then you
will receive PIN and PUK codes for unlocking the locked digital certificate (see Chapter 3). PUK
code should be kept in a secure place, as a locked digital certificate cannot be used any more
without PUK code.

With the qualified digital certificate ONE FOR ALL you can do business with all the banks using the
Hal E-Bank electronic bank. You can find a list of all the banks you can enter by using the digital
certificate ONE FOR ALL on the web page
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A bank shall enable you to use the electronic bank only after you submit a signed certificate of
identity of your digital certificate (public part of digital certificate). You received a printed
certificate by mail together with your digital certificate.

PISNO POTRDILO © ISTOVETNOSTI DIGITALNEGA POTRODILA

Spodaj podpisani izjavijam, da so podatkd 1z tega izpisa i
digitalnega potrdila podatkd, ki povezujejo mene osebno s podathid

za_preuer]an}e mojega elektronskega podpisa, katerih namen je
moje varno elektronsko poslovanje.

IZPIS VSEBIME DIGITALNEGA PODPISA:

version: v3

Certificate serial number: 0553 A3

signature algorithm: RSa-sHal

Issuear:

CmEl

o=Halcom

CH=Hzlcom Ca PO 2

valid from: Sep 22 08:56:07 2009 GMT

valid to: Sep 22 08:56:07 20012 GMT

subject:

Ematil=janez. novak@halcom. si

G=Janez

S=Movak

CHN=Janez Nowak

1.3.6.1.4.1.5935, 2. 2=#16083331383734353137

O=HALCOM D.D.

1.3.6.1.4.1.5935, 2. 3=#16053433333533313236

C=5]

Public key: 1024 Bits (rsagncryption)
3081 B9%02 BlEl 0085 COOF AFGE 2ZBEB A057 TFFHi6
1946 3651 DEAB 1B58 7985 DBAl 221C D247 1150
FOB2 772F 620E DE2B ADS9 5639 1822 492D 7BDd
852 0130 3Cc34 E6C3 CS51lp 3702 FEDA 273B FBES
A577 4FBE 8B4C (OBE3 FCES BaeEa BBFE 1F1D OCEF
C3B2 3AaCF 1CBS 7318 6781 6BaF 3895 BFG4 27FO0
BOFZ2 a%21 00CE 1F73 OFFC ED3F 00CS DLCE 3140
FS07 DF7D 33aE S4ce E90Z 0301 0001

Thumbprint algorithm: sHa-1

Thumbprint: 0EDS 6171 74E0 BAEY FFE4 al07 EB29 34FC EOS4 FE43

patum in <as generdranja izpisa: 07.10.200% ob 12:39

Ime in priimek podpisnika ter osebna davéna Stevilka podpisnika:

Laztrnorodéni podpis dn datum podpisa:

1. Write your name, surname, and a certificate holder’s personal tax number on the certificate.
2. The certificate shall be equipped with the signature of digital certificate’s holder.

3. Send the certificate to the bank, at which you submitted the documentation for electronic
operations, as soon as possible.
In case you need the identity certificate later on (for instance, you would like to conduct
business electronically with another bank using the same digital certificate), you can print the
identity certificate on your own by using the program for writing out and exporting digital
certificates (IzvozCertifikata.exe). The program is saved on the electronic bank installation
CD, while you can also download it on the web page . By using this program,
you can create identity certificate (to file ImePriimek.txt), while at the same time you also
export a public part of a digital certificate (to file ImePriimek.crt).
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On the web page , start the
exporting program by clicking the Start
button.

The instructions for exporting a digital
certificate will appear which you confirm by
clicking the Next button.

3 Enter a smart card into the reader or a key
into the USB port; to continue, click the
Confirm button.

Continued on next page ...



QUALIFIED DIGITAL CERTIFICATE ONE FOR ALL

Izvoz potrdila 3 x|

\:) i permatry loation o UISE kb e nehags ved pobdil
Al Bebte oot slaro dglaing potdii s obrosdena dighsirg potidia ?

21

Posnemi kot

;lhEiII&EB‘

Shusiy. | e (0] Lokali dik

Bachup ]

| Docurments and Settings (23S0 Projpst
MESOCache ) WINDCAWS:

natasaa

) Program Fikes

| Quiar anting

Ime: ghatoliekes | anesshiorrakc rt

5 Jaten
Wrsta dlabotibos | Covtibicati " cit) =] Fred ki1 |/

o

4 If you have an old and a renewed certificate
saved on your smart card or on your USB
key, select the one you want to export.

5 A new window will open, where you can
specify the name and location where a
public part of the digital certificate will be
saved (file with the .crt ending). Confirm
the selection by clicking the Save button.

6 Complete exporting of digital certificate by
clicking the Close button.

7/ In the Notepad window, the certificate of

identity for a digital certificate is written.
Name, surname and certificate holder’s
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personal tax number must be added into
the certificate. The content of the
certificate of identity is saved in text format
to txt file (together with the .crt file).

8 Printed certificate of identity shall be
personally signed by a digital certificate
holder. Afterwards, it has to be sent as
soon as possible to the selected provider
of electronic services (bank).
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Renewal of Qualified Digital Certificate
ONE FOR ALL

Prior to expiration of its validity, qualified digital certificates ONE FOR ALL can be simply renewed.

Hal E-Bank notifies you 7 days prior to certificate expiration. The number of days can be set in the
following way:

! File Wiew Communication | Tools Help
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Select Tools and Settings.

Click the Diverse tab.

Check the »Displaying notifications of
certificate expiration« check box and
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you wish to receive the notification.
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QUALIFIED DIGITAL CERTIFICATE ONE FOR ALL

Revocation of certificate can be requested by a certificate holder, a representative or a procurator
of a legal entity at any time. However, the revocation must be requested in the following cases:

¢ When a legal entity or certificate holder changes some of the key data related to a
certificate (name or surname, name of legal entity, and employment);

e Lost or stolen digital certificate;

o When it is found out or suspected that disclosure of key for signing or abuse of
certificate had occurred.

HALCOM CA can revoke a certificate even without holder’s request in cases of changes of holder’s
key data or upon a request by a competent court, minor offense judge or an administrative body.

In order to revoke a digital certificate, a completed Request for revocation must be sent to Halcom
CA. The form can be found on the web page Based on properly completed request
for revocation, Halcom CA will revoke a certificate and add it to the list of revoked digital
certificates.



QUALIFIED DIGITAL CERTIFICATE ONE FOR ALL

After three consecutive entries of wrong PIN code (Personal Identification Number), a qualified
digital certificate locks itself. A locked digital certificate cannot be used until it is unblocked.

For unblocking a digital certificate, you need the PUK unlock code (Personal Unlock Key), which you
received by mail together with the PIN code, and the Nexus Personal or UnblockPIN.exe programs.

You installed Nexus Personal on your computer together with the electronic bank or with the program

for using a digital certificate. If the program is installed on your computer, you will see the icon C in
the bottom right corner on the taskbar. If you don’t have the program, you can help yourself with the
UnblockPIN.exe program, which can be downloaded from the web page (see
instructions on Pagel?).

Wy Ci har
_i?mpu

Jl| ()X ~0m 047

#Nexus Personal =10] x|
Eile WView Token Help

5 B
lmport PIH - Nexus Personal - PN Managemse i x|

FIN Management

Electronic ID PIM codes can b mansgsd uing this wizard
Nexus Personal ‘1 ol What is a PIN code?
The PIN codee peolects the slechanmc idently hoben
om unsuthorzed use, FIN codes thould be kept
seCied.
{3 Jleas | comel
e
1 start the Nexus Personal program by 3 A warning will open, which you confirm by
. . 5 clicking the Next button.
double clicking the icon on the
taskbar.
2 In the window which opens, click the PIN
icon. Continued on next page ...
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In the new window, select the unlocking
possibility (Unblock PIN).

Confirm by clicking the Next button.

In the first field, enter the PUK unlock
code, which you received by mail together
with the PIN code (6a). In the bottom two
fields, enter the new PIN code, which
should be comprised of 6 to 8 characters
(6b).

Confirm the entry by clicking the Next
button (6¢).
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Hote: That old FIN i not vabd angmaoes, and that
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/ Confirm the message on successful
unblocking of the digital certificate by
clicking the Finish button; the certificate
is successfully unblocked.

WARNING

e If you try to unblock a digital certificate with
the wrong PUK code for three consecutive
times, a digital certificate will be automatically
destroyed.

You will have to order a new card or USB key.
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The program for unlocking (UnblockPIN.exe) is saved on the electronic bank installation CD, but it

can also be downloaded from the web page

File Download - Security Warning

Do you want bo run or zave thiz file?

-

MName: UnblockPIN. axe
Type:  Application, 32,06E

From: www.halcom-ca.si

x|
= Wtde Aes from the lnien The publisher could not be verified. Are you sure you want to run this
-.\ﬂ,l potentially harm our cor  Software?
un of save Bhis softvears " : UnblockPIN.exe
Pubdsher: Unknovwn Publisher
2)pn | [Cooven
% Unblock PIN codeiiiEd|
TFthdoﬁndhhﬂavﬂddmdmme_ ........
should onby run saftwane From publishers ¥ :
software to mnd Mesw PIM;
Confum nesw PN |====
Sedect SC reader

1 On the web page
, start the program for
unlocking a digital certificate by clicking
the Start button.

Confirm starting of the program by

4 Confirm the message on successful
unblocking of the digital certificate; the
certificate is successfully unblocked.

clicking the Start button.

In the first field, enter the PUK unlock
code, which you received by mail together
with the PIN code (3a). In the bottom two
fields, enter the new PIN code, which
should be comprised of 6 to 8 characters

WARNING

If you try to unblock a digital certificate with
the wrong PUK code for three consecutive
times, a digital certificate will be automatically
destroyed. You will have to order a new card or
USB key

(3b). Confirm the entry by clicking the
Unblock button (3c).
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Changing PIN Code

PIN code can be changed in two ways; in electronic bank itself or by using the Nexus Personal
program.

Changing PIN Code in Electronic Bank

File Wiew Communication | Tools Help

ye | = | | 1a oo | @3 Personal number (PIN) change l> | X, | I Damestic paymerts j
~ My C( Settings Ik Eooizstiizoes j
I'W@bank STRE  Simart card or USE key test MY CORMPANY
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Seatih

U = e
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i Personal number

(PIN) c

Info

Notice . |

\_y Persanial number (FIN cods) changed successfully

e e — »

Change of personal number (FIN code) [Marked records Mo: 0,0 lSum: - /- 30420 4
1 On the toolbar, click the »Change 3 The window for changing PIN code will
personal number (PIN code)« icon (1a), open, where you enter the old PIN code
or follow the menu selection Tools and and the new PIN code twice. The new PIN
select the Personal number (PIN code) code should be comprised of 6 to 8
change option (1b). characters. Confirm the entry by clicking
2 A warning will appear that the program the Confirm button.
for changing personal number will stop the 4  The program reports on the successful
work with electronic bank. Confirm the change of PIN code. Confirm the
warning and the electronic bank program notification by clicking the OK button.
will close. Start the electronic bank and continue

working with the new PIN code.
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You installed the Nexus Personal program on your computer together with the software for using a
digital certificate or during the installation of the electronic bank. If the program is installed on your

computer, you will see the icon t in the bottom right corner on the taskbar.

E My Compuiter

Jm | Uhﬂ@lﬁl 10:47

#Nexus Personal s =] F1|

Flia Wiew Token bHelp

Nexus Personal - PIN M JETHE B
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What is a PIN code?
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froem unauthorzed ute. PIN codes should be kept

PN Management
o can chiooss between changng of unblaciing & PIN code. ou thould only
unblock 8 PIH that has been locked

Electronic 1D

PiH1
D oo sl by chiange of unibioeck the FIN code?

1 start the Nexus Personal program by 4 In the new window, select the change of

double clicking the icon C on the
taskbar.

2 In the window which opens, click the PIN
icon.

3 A warning will open, which you confirm by
clicking the Next button.

Continued on next page ...

personal number (Change PIN).
5 Confirm by clicking the Next button.
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(6b). Confirm the entry by clicking the
Next button (6c¢).

In the first field, enter the personal
number you are using (6a). In the bottom
two fields, enter the new PIN code, which 7 Confirm the message on successful change

should be comprised of 6 to 8 characters of PIN code by clicking the Finish button.
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