HAL E-BANK MANUAL
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Hal E-Bank version: 17.X.X.21



Content of Manual

The manual consists of eight content sections and two sub-sections. The current section is
highlighted on the list. The manual's content sections are also available online at
www.halcom.rs.
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ADDITIONAL TOOLS AND SETTINGS

File Yiew Communic ln Tools Help
s | By ‘ ‘ & T Persanal number (PIMN) change ‘ 2 | G | %R ‘ IDDmestic m— j
Settings
| 1B0I00123IM2683
[ (:; " T + Smarkt card or USE key test I@bank Y COMPARY j
] i] =Dan Exchange of smart card or USE key z
S [FReE R b | EE R | I ES T
& = |
= - Address book

Preparation ark

Sum Database cleanup

B orders Database backup I
#f  batches
LT B

.@ e

Messages

Amountl Currency | FPayment detailz |

Search
CURFERCY Canyersion

Service programs »

In Hal E-Bank, through the Tools function (A) you can access the following functionalities:
e Personal number (PIN) change
e Settings

TCP/IP

Payment details

E-forms

Import/Export

Balance overview

My accounts and descriptive names

O O O 0 O ©O

Diverse

0 Address book
e Smart card or USB key test
e Exchange of smart card or USB key
e Program upgrade
e Address book
e Database cleanup
e Database backup
e Search
e Service programs
Repair database
Gather system information
Delete client profiles
Update bookmarks
Import bank directory
Update bank register
Unblock personal number (PIN code)

©O O 0O 0O O O O

Re-import of e-forms



ADDITIONAL TOOLS AND SETTINGS

Due to security reasons, we recommend to change the personal number (PIN code) on a monthly basis.

File “iew Communication | Tools Help

ﬁ' | & | ‘ &= onal nurber (PIN) change | ? ‘ T ‘ =2 ‘ |Domestic payments j
Settings
jituaLnn) peach | edt]
M l Smart card or USE key test I@bﬁnk Y COMPARNY j
Exchange of smart card or 56 key .
[FrEE R e | EE R | F TR

Program upgrade

The program For changing smart card's ar USE key's personal number (PIM code) will terminate wour warl with E-bank,

batches wauld you like to conduct the required action amywary?

fill=::

e

messages

Coriim new per, number. |1

=

Select the command Tools > Personal number (PIN) change.

2 A warning will appear informing you that Hal E-Bank will close down. If you have completed
your work, confirm this window. Otherwise, first complete the work and repeat the procedure.

3 Hal E-Bank will close down. The window Personal number (PIN) change will appear. Enter the
old and the new personal humber. Confirm the new personal number due to security reasons by
entering it again.

4 Confirm the entry by clicking OK.

In order to continue working with Hal E-Bank, you need to sign up again.



ADDITONALTOOLSANDSETTNGS
Settings

The Hal E-Bank program enables you to set functions which will make your work easier.

File “Wiew Communication | Tools Help

o | & | | o | o Personal number (PIM) changs | 2 | G | X, | IDomestic P— j
| 1B01001Z21112683
= v « Smart card or UISB key test I@bank N1y COMPANY -
|.._ ] @baﬂk Exchange af smart card or USE key el i i
|FREE x|
Program upgrade

= = qérgkmwww Divesse | Addess book
Preparation Mark St e I Papmert detads I EFoms | Impodt/Expodt I Balance averview eanch

Database backup Masimal number of batches ot ﬂ details
Search [
‘while sending data to the bank:

CURFEREY COnYErSIon

& refiesh dala on all my accounts
" refresh dsta on active sccount only
™ do rot refresh data on my accounts

Service programs 3

 Reeshing/sending data
While iefieshing data lrom a selected bank's server:
% accept all exchange ate ksts
€ accepl only the last exchange rale st
© daorit accept bank exchange iate its
WARMING

Irfa Bank exchange rate kst are necessary in particular fos cumency
wiwe reviewing balances fior intemational payment system
whien checking comectness of pay. order entry for payments
sbioad

¥ | weoubd ke o refresh data when starting the progiam
r | only wish to refresh data for the selecled account

r———— o] _cot | jyu!

Settings change [Marked records Ma: 0fo |sum: - - [.04.2010 11:57 w

1 Select the command Tools > Settings.

2 The Settings window opens. On top of the window, tabs are located. Select the desired tab. In
continuation, the description is provided about which items can be set in each tab.



ADDITIONAL TOOLS AND SETTINGS

TCP/IP

In the TCP/IP tab, you can set the way of refreshing , E_®_
3 . A mwamal numiser of batches ot

data. You can specify whether during sending data to bk

the bank you want to refresh data, accept bank's Whis sending dala o the bark:

exchange rate lists or if you wish to refresh data when @ £+ rshesh dela on ol my acoounts

starting the program.

1 Select the command Tools > Settings

(see the Settings chapter).

2 Select the TCP/IP tab. W T e
3 Enter the maximum number of batches at | wesRmING

sending into the field. mmmﬂm:wmmm
4 select the desired content regarding sending, i LN

receiving and refreshing of data.

5 Confirm the selection by clicking OK.

Settings

s and descriptive names | Diverze | Address book
t@';mdﬂﬂ* I EFoims | Import/E wpoit l Balance awerdaew

Dietals settings Bor quick. sekection of payment delals

Detalsz 1;
Detads 2

f
I
Dietals & l[ (‘i‘\
I
I
I
I
I

Detads 4 u

Dietals 5
Dietals B
Dietals T
Dietais &
Dietads
Detalz 10 |
Detadz 11 |
Detals 12 |

X
|

£

My accounts and descnpleve names I Dirvense | Beddress book l

2 Iﬂp ]Pm.rrmdmil | Efoms | Impon/Export | Balance avervdew |

™ 1efresh data on aciive aocount onip
™~ danot refnesh dsta on my sooounts
1~ Resheshung/sending data
Wil refeashing data liom & pelsched bank's sener
% sccept all exchangs raie ks
™ accepl only the Lt exchange rate st

¥ 1 wcsbd Besm b smireceh clata wven starting the progran
r 1 orky vath 1o refrash data lor the eleclesd sccourt

(5 Lok ] _cos

Payment Details

The tab enables you to set in advance 12 payment
details, which you use most frequently when
completing payment orders. In the payment order, you
can call them by clicking on »?« or by selecting the
appropriate function button.

1 Select the command Tools > Settings
(see the Settings chapter).

2 Select the Payment details tab.

3 In the fields, enter desired payment details. At
completing the order, you can enter payment details
faster by using function buttons (F1, F2 ...), namely
»Fl« for »Payment details 1«, »F2« for »Payment
details 2« ...

4 Confirm the selection by clicking OK.



ADDITIONAL TOOLS AND SETTINGS

X
E_forms My accounts and pereme: | Do | Addeess book
) . ) ) TCPAP | Payment Efom: | bnpot/Expost | Bakance averview
The bank defines available e-forms (overnight deposits, B
etc.). They are available in the Preparation/Forms. By Diedauk E-Faim seitings fox sach E-Foom fokder that containg dala aboet
. . . pagemeerdt syshem and bank that sued E-Fom
default settings, this folder is empty.
Bank,
1 Select the command Tools > Settings Pagmeerit
(see the Settings chapter). | Domestiz paymerts = @
2 Select the E- forms tab. R oo |
. Preparation. | =
3 Select default e-forms for different folders. e I 3
4 Confirm the selection by clicking OK. Reven | =
E-mvoices:
[ Aufomehc crestion of payment ceder when recenng an E-rvoics Bom
the pelechad bank semer
5 Use standaid isuslizalion bo view E-rvoices i e-shyde foumat ark
wipuakzation iz not get by the e-nvoice ixsuer
(4 Jor ]| coce |
Import/Export
Settings R Setting converters of import and export
My sccounks and descriptive Diverse | Addiess book

TCPAP | Papment detsd: | E
T Mad&ﬂm&lﬂluh}ﬁn%dhmdm

lenport/E spaout I Balarice ovenaews

Paymert

Dracumendt Iype 4
[OPS Payment cedes - =l
List of cornveders [impoet] Lisd of conwedless [expo]
|DFS ceder, THDIS =] |DPS cides, TEDIS =1
1 Dedat coroeerter for the selected bppe of document 1
lemport
DPS aide, TEDIS Buckd conmeibel I
ORDER_TEDIS. exe
Remove cormemer
Expoit
DPS oides, TEDIS Sat as dedacdt I
ORDER_TEDIS axe
Corrverter parametens I

Merve successhully imposted fles with payment orders into the
I ACCEPTED subloide

@)le

Payment orders for import in domestic payment system
can be prepared in two formats:

. Text file, which corresponds to Hal E-Bank
specifications of import-export formats.
o Orders are prepared by banks' instructions for

submission and reception of data with payment orders.

You can select whether summary and title row are also
taken into account at import:

1 Select the command Tools > Settings
(see Settings chapter).

2 Select the Import/Export tab.
3 Select »Market, if this option is available.
4 In drop-down menus, select the desired values.

5 Select the command Set as default; otherwise
the converters will remain unchanged.

6 Confirm the selection by clicking OK.



ADDITIONAL TOOLS AND SETTINGS

Formats of Import/Export Files

For more information on import/export formats, see the web page:

Moving Imported Files into the
ACCEPTED Folder

The file with orders, which was successfully imported
into the E-Bank program, can be marked by the
program as imported and moved into the ACCEPTED
folder. In this way, you can avoid undesired repeated
import of the same file.

The procedure of activating the movement of
imported files into the ACCEPTED folder:

1 Enter Tools > Settings
(see Settings chapter).

2 Select the Import/Export tab.

3 Mark the field Move successfully imported files
with payment orders into the subfolder
ACCEPTED.

4 Confirm the selection by clicking OK.

The ACCEPTED folder is created in the folder, from
which you are importing files with orders. Examples:
the file Payments is imported into Hal E-Bank from
the folder My documents. In the folder My
documents, the folder ACCEPTED is created, where
the file Payments is moved. Therefore, the file
Payments cannot be imported again by mistake, as it
is no longer in the folder My documents.

If the option of moving successfully imported files
into the ACCEPTED folder is not activated, the
successfully imported file remains at the same
location unchanged.

My sooounts and descriptios name
TCPAP | Pawment detads | E-F

Dirverse |

Sedect & defalt corvester for the selected type of document

Market  [SEFEL

Payment

[ Comestc pyprogets 13
Docusnsnt lyps

|0PS Payment codes =]
List of cormverters [mpoit]
[oPS order, TEDIS

List of comvertens [expot)
x| [oPS order, TEDIS |

[Chadinud conwerhes lor the sslected hape of document
It

PSS oudar, TEDIS T pa———
ORDER_TEDS. sn
Riemarve correster
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OADER_TEDHS. e
Conwertes parameters I

Menwe suceatshlly mported Hes wih payment srdess inlo the
GSMPTEDMM
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|
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ADDITIONAL TOOLS AND SETTINGS

Balance Overview

In the Balance overview tab, you can set the balance overview for selected accounts.

; x|
My accounts snd descriptive rames Adqubodt Add/Change into accounts balance view x|
TCPAP | Papment detads | EFoma | Impoi/E
Desciptie name of visw 4a
— Breourd balancs
~ List of accounts Selected accounts
e = 1501 001005763332
="' |1501000009770023 d¢) asd>
List of accourts of setected view 1501000009770126
1501 001009770223 Add all >»
Bark: [ Account ra. [ 150100100977458%
1501001231112583
150711501 ":-LH'I'::'I‘.@
< Remove I
<< Ramove al
@bank My company
o
T ok @d} ok Cancel |
T T T ]'

I T=—" T T T

Eooked balaroe:
Eoiked bularoe date

= MY COMPANY
STREET 10 00TY

[Ebank wremes

|FrEE

" Balance and transactions in accounts

=255 473 00 ELR

0063 2008, 110530

= | e | CrrE ]

1 Enter Tools > Settings
(see the Settings chapter).

wnN

Select the Add command.

N

Select the Balance overview tab.

1, CURAENT TRAMSACTIONS

| 2 OROERS ON WITING FOR TODAY

| 2 FUTURE DATED ORDERS

MY COMPANY

TOTAL FDA TH (212

EUR

- marrber of debits 1| - muambes of ceders in the bank: - pumbes of cideis in the bank: 0
- vum of debi: - purn of orders in the bank: - gurm of grddeet n e bark:

=2 (500 =00 =000
- mavber of coadex 0| b of crders in E-Bank: - rumbes of crdes in E-Bank: 0
- surn of ez + ook orders in € bank: - urm of oot in Ebank:

= 000 | =000
- cunend balarce: =253 434,00
- e f the Last ok sccqisiion: Balanc view
05,04, 2010 1203 [-:B.uunm:- 3

A new window will open. In the field »Descriptive name of view«, enter the name (4a) for a

new view. Select accounts (4b) and add them (4c) to the list. Then confirm the selection (4d).

5 Confirm with the OK command.
You can review the new view for selected accounts in the folder Review > Balance. Select the view in
the drop-down menu »Balance view« (Al). The balance for accounts is written in the new view (A2).

-10-



ADDITIONAL TOOLS AND SETTINGS

My Accounts and Descriptive Names

In the tab My accounts and descriptive names, you specify the way of displaying account data

(display of accounts with descriptive names, display of bank's name next to the account) and you edit

the list of displayed accounts.

|
e | Paymert delals | E-Fonma hgm'Ewl Balance ovenview |
My accounts and descriptive names Diverse | Addessbeck |
Lisk of acoounts and ther descriptive names
Bank T | feeowtre | Desoigbvenam. | |
@bﬂ]‘lk” 15001231112 i
@bankH. s Editaccountist
15000002441 -~ List of accounts Edited account kst

©oank-

O RN R

1501001231112533
15001500 15011515

S socounts with
Of i
I Display bank rame nest bo the sccount

— Ediling account kst
™ By e account nanme [defzull]
™ By bank name

LTTE bank

1501001 DO2447495

™ By markat

& Fied

Gro 1 o |

1 Enter Tools > Settings
(see the Settings chapter).

A WN

Select the way of editing account list.

Select the tab My accounts and descriptive names.
Select whether you want also the descriptive name and bank's name next to the account.

In case you select »Free«, you can specify which accounts you will see in the drop-down menu
in Hal E-Bank. Select the Edit list command (4a). Mark the accounts (4b) and add them (4c) to
the list. By using arrows (4d), you can set the order of accounts on the list. For confirmation of

the list, select OK (4e).
5 Confirm the selection by clicking OK.

-11-



ADDITIONAL TOOLS AND SETTINGS

Diverse
|se x| In the Diverse tab, you can set the following:
TCPAP | Pagroent detal | EF wort | Balaece oveniew | e Reminder for database archiving,
My sccennts sred desenplive 2 Diversn Addestbook |

e Activate displaying of notifications about

re A certificate expiration and specify number of days for
Ddabose:  [PERSCHALERANE notification prior to expiration,
Database ancheving ieminder. Herves -

7 Civoes N e e maximum number of displayed documents,
Hotication of certificate expy [no. of duys pior tospivk 13 e default account at program start,
Masimal numbes of displayed documerks:  [5000 e default deal type for a payment order,

o

Drefat active accourd numie af (he amount limit on special payment slip.
[Last setacred accourt =]
Dot disal type fou a paymmer cedler You can also activate the checking of adjustment of

21 TURNGVER OF GODOS AND SERMICES - Fita. oNsL 2] time on a local computer and on server, review of

S i e A unread messages at program start and for payment
[ Review of unvesd messages when rifiskoing progea orders entry of data without use of address book.

[ Payment ordees |

1 Select the command Tools > Settings
(see Settings chapter).

2 Select the Diverse tab.
3 Enter and select the desired data.
4 Confirm the selection by clicking OK.

G:m: Cancel |

Settings " I Address Book
TCRAP | Pagment deteds | EFome | ImpoilErpon | Badarce overdew |
My sccounts and desciplive names | Dibesrse book

In the Address book tab, you can specify whether at
entering partner or bank on payment order the

( Saaich by ary paltem in neme program will search by the beginning of name or by any
- @ - pattern in name.
- Drata erimy

5 Usa of capial lattaes orly You can enable use of only capital letters or use of

WU T E T small and capital letters in address book.

1 Select the command Tools > Settings
(see the Settings chapter).

2 Select the Address book tab.
3 Select the desired settings.
4 Confirm the selection by clicking OK.

Or==n

-12-



ADDITIONAL TOOLS AND SETTINGS

You can test your smart card or USB key.

File “Wiews Communication | Tools Help
o | I%I | | @ | an Personal number (PIM) change

Settings

o Smnart card or USE key test

Exchange of smart card or USE key
Program upgrade

= B
= Address book
Database deanup

Dakabase backup

Preparation

By oders

batches —

il EUTFENEY. CRNYERSIan

I .
Service programs

i 2 | %[ oo
i

Successful besting of smart card or USE ke,

X|—

4

. Digital cettificats

wher,  Sandi Kuzma, HALCOM DD,
et mo.. 0572 21

issuer.  Halcom CA PO 2
alid untik 12.11.2012

Inzert smart card into reader or USE key into USE port

El bet paur petzonal rumbes: —~
@ (3J) ok | cawcel |

) Search

| Fayment detailz

IEEEEN-

1

MEssEages

Select the command Tools > Smart card or USB key test.
The window Personal number (PIN code) opens. Enter the number (PIN code) of your smart

card or USB key.

w

Select the OK command.

N

by clicking OK.

A notification will appear on success of testing smart card or USB key. Confirm the notification

-13-



ADDITIONAL TOOLS AND SETTINGS

If you would like to continue your work with a different smart card or USB key, you can do that
without the need to close down Hal E-Bank and start it again.

File Wiews Communication | Tools Help

o | I%I | | @ | an Personal number {PIMN) change

Setkings

- |
 amart card of ISE key test

(hal®@bank

Exchange of smart card or USE key
Program upgrade

= . Address book
Preparation gd.j-: Database cleanup
o orders Database backup
batches | —
il EUTFEREY. CamYErSian

e .
Service programs

| ? | @ | é:g | IDomeshc payrents
|_

° T

FREE
Digital cestificats
WHES SandlKuamHALEﬂMDD
281, no.: 0572 2
ISELIET HalcumE&P‘El2
alid unsit 12.11.2012

Inzest smart cand into reader of USE key into USE port

r@ @un |

Cancel |

messages

IILI;I‘IL

1 Search

ment details

1 Select the command Tools > Exchange of smart card or USB key.

2 The window Personal number (PIN code) opens. Enter a different smart card or USB key you
would like to continue working with. Enter the number (PIN code) of smart card of USB key.

3 Confirm the entry by clicking OK. You can continue working with Hal E-Bank.

-14-



ADDITONALTOOLSANDSETTNGS
Program Upgrade

Program upgrade is described in the section INSTALLATION AND UPGRADE, which is written on the
installation CD.

Address Book

Work with the address book is described in section ADDRESS BOOK. It is also available online at the
following address www.halcom.rs.

-15-



Deleting Old Data (Database Cleanup)

From Hal E-Bank, you can delete old data (data without address book, template or files). Such data
can be saved or archived, but they will not be visible in the Hal E-Bank program any more. In case
there is a lot of old data, deleting it enables faster functioning of the program.

File “Wiews Communicakion | Tools Help

o | I%I | | & | o Persanal number (PIM) change | 2 | T | 2 | I Domestic payments j
Settings
15010012 31112583
— - ! Smart card or LISE key test I@bank R COMPANY j
|._ i] @.lbank Exchange of smart card or USE key IFF!EE ﬂ j IDS TR ;I IEIS 04200 ;I
Program upgrade - — -
— :EE
=4 . - Address book
Preparation g"jr: T T — o 0 Search
= Databsse backup 5 ceaning database TSI

| Fayrment detailz

Secidh Clean freee | . 3.2000 =] [ Create aichive file
CUrHenEy. Camyersian |
Service programs 3
Clean database
D eliveny
Cleaning database ﬂ
fuestion |
\3) The program fior the distshase desrup vl stop the E-bank program. \'5) Do you realy want to delete deta older than 1.3.2010 from the database PERSONALEBANK?
Do s Foaly wwank b continueT
w | |_= |
Info
Cleaning database EI
Delete cormplebed sucessfully.
1 3
LIz Irites rizitesry [izlze= Favizw Frire
|Database cleanup [Marked records Mo: 0f0 [Sum: - - [o.04.2010 11:57 i

=

Select the command Tools > Database cleanup.

2 A notification will appear informing you that Hal E-Bank will close down. Confirm if you want
to conduct database cleanup.

3 In the »Cleaning database« window, enter the date until which the data will be deleted. If you

want to save or archive data, check »Create archive file«. Select the Clean database

command.

N

In the »Clean database«, confirm if you really want to delete data.

o1

A notification will appear informing you that deletion is completed successfully. Close the
window by clicking OK.

-16-



Database Backup

Usually, we are not aware of the importance of data backup until we face a loss of data. Statistics
indicate that a loss of data when using Hal E-Bank occurs most frequently due to errors on hardware
(hard disk), while occasionally problems also occur in functioning of databases.

The responsibility for data backup lies with the user!

The procedure for creating data security backup depends on the type of Hal E-Bank program you are
using.

Hal E-Bank / Personal

In Hal E-Bank / Personal, the data (payment orders, statements, transactions, balance, e-invoices,
etc.) are saved on your computer's local disk.

You can archive the up-to-date database (all data without address book, e-invoices and templates) in
the Hal E-Bank / Personal program. In this way, you create a security backup of the data.

File  Wiew Cunurl.licdijTmls Help

ﬁ|&.“$‘% Personal number (PIN) change |@|@|3§‘|Dnm&stﬁcpﬂﬁrﬂt ]
- | m 1501001231112583

h_'r— v Smart card or USE key test |®bank WY CORPARY j

Aaapbank m”“ L:;Et card or USB key [FREE i I | T | eI |

Address book

Preparation Mark Database cleanup O Search
Fabiizi 2l

Search Time of final copying: Mo backup
LT EnCY COnYErsien Size of backup: 0 ME
Service programs v Deletion of old backup files

" Do not delete

@ = Delete all except lalest copy
 Delete all

QuEstion

= |b:;\Progrmrks\Halmm\Pawnam-BameEew|
9 ) Prosramfor dotsbese xchiviog il stop werking with Ebark. @Tl Cancel |
Do you wank bo conduct the required action amyseay?

= Qe | hoce

i Copying was successful

Fririk

feizni Jport & [ Bt Lzfais Flzriz

|Tips... |Marked recards No: 0/0 |Surn: - J- boszoioinsr [

1 Select Tools > Database backup.

2 A notification will appear informing you that Hal E-Bank will close down.
Confirm if you want to conduct database backup.

Continued on next page ...
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ADDITIONAL TOOLS AND SETTINGS

3 A window will open, where you select whether you want to
delete archive copies or not (3a). Then, you can change the

path (3b), where archive data will be saved on your local disk
and click OK (3c). You can set a reminder for

data backup. By using the
command Tools > Settings,

TIP

4 A notification will appear informing you that archiving was

c ful. Select the OK command.
successtul. Selec e OK co and the Diverse tab in the field

»Database archiving
reminder«, set the frequency
of reminders (see chapter
Tools/Settings/Diverse).

If you want to create a security backup of address book, see section
ADDRESS BOOK, the chapter Exporting and Importing Data
from/into Address Book, sub-chapter Procedure of exporting data
from address book.

Hal E-Bank / Corporate

In Hal E-Bank / Corporate program, the data (payment orders, statements, transactions, balance, e-
invoices, etc. are saved on server located in your company. Data security backup can be created by
the system administrator in a company. He can also set periodical creation of backup copies. Upon
such setting, the data is saved automatically.

For help, please contact EBB’s help desk at helpdesk@halcom.rs or by phone at 033 658 289
(working hours are published on the web page:
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Search

You can make search of individual transaction items, orders or batches in the archive easier by using
filter.

File Wiew Communicakion IE Help

ﬁ|&“$‘g (ER) g |?|@|ﬁ‘anmesticpayments :l
| o [@bank =1
(hal@bank Searching through active map documentsikd|

Transachions review ..,

@ 1 Parameters, which have empty fields, arent taken into consideration
Preparation at &n inguiry. Searching by amount and date parameters goes by Searct

principle FROM-TO,
P ptdetails
Select document
& e i 5 [Fransactions =l Shavy =l |
;F.' i Debit sccount no I
W Currency code: | =
Deliver ' Bocking date: [ 12041539 |12.04 2010
r Valus date: [ 12047159 [1208 2010
[¥ Rejected orders are included
Booking entry type: | |

Infia

ez ImE Iriio Dzicn

|5&arching through documents in the active map IMarked records Mo: 0/0 [sum: - J- [odzom011:57 |

1 Select the command Tools > Search (selection is also available by clicking on the icon
f in the tool bar).

2 The window opens where you enter search criteria.
3 Perform the search by clicking Search.

File YWiew Communicakion Tools Help

#| B mle W BB ® 8 8 v Bl &R [oomescpsmens =]
e 7 STREET 10 CITY |©bank e E
(hal@bank [FReE ] Hpeoezon ~|pEoezon <] T_®
= # Order preparation o
Preparation t‘g“:ﬁi"’ecum Ne: 0/0 Z showal
| Value/paym . | Credit [ Amount | Currency | Payment details

4 The data will remain filtered until you turn the search off by clicking the icon T&.
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ADDITIONAL TOOLS AND SETTINGS

Service programs are additional programs installed on your computer with Hal E-Bank. They enable
the conduction of operations, which need to be performed rarely. You can access them through the
command Tools > Service programs (A).

WARNING

Do not start the service programs on your own! They are intended for use under expert supervision of
the technical support to electronic banking users.

File ‘“iew Communication | Tools Help

o ‘ % | | @ | an Personal number (PINY change | 2 | @ | 2 ‘ IDomestic payments j
Sethings
100023112583
Srnart card or USE key best I@bﬂnk MY COMPANY j
Exchange of smatt card or USE key == . -
s [Free ~]Heoezom ~|[oanezon ~|

ke book r

Database cleanup
oY orders Database backup

Checksum | Statuz | Creation date ~ | Reference |
batches ek
il U ERCY, COMYErSian
(EE ice programs Repair database
MEFFages Geather syskem information
- Delete client profiles
|Update bookmarks

Delivery

Import bank directory

IJpdate bank reqgister

IUnblack persanal number (PIN code)
Reimport of e-forms

Infa

Repair database starts the program, which checks the databases used by Hal E-Bank. Use this program
in case of slow functioning of the program, missing data or problems at entering new partners into the
Address book.

Gather system information starts the program, which collects data on the computer on which you are
using Hal E-Bank. Start the program before contacting technical support for use of electronic banking.

Delete client profiles deletes the list of accounts you are authorized for.

Update bookmarks starts the program, which acquires data from the bank's server again. You can
specify the data you would like to acquire, the date (the latest data will be acquired) and the account
for which you would like to acquire data again.

Import bank directory starts the program, which updates the bank directory in Hal E-Bank. Start the
program only when needed upon receiving adequate files from the bank.

Update bank register starts the program, which updates the list of banks which use the Hal E-Bank
solution. Start the program only when needed upon receiving adequate files.

Unblock personal number (PIN code) starts the program, by which you can unblock the locked
qualified digital certificate.

Reimport of e-forms starts the preparation of forms for re-import into the database.
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ADDITIONAL TOOLS AND SETTINGS

Hal E-Bank operates on the basis of the authorizations system, which the bank grants to different
users based on the request by the account owner. The account owner can authorize multiple persons
for work with Hal E-Bank. If data on the user's qualified digital certificate are not yet entered into the
local database (new user of Hal E-Bank in this local network), the program informs the user
accordingly.

x|

! E The used smart card or USE key don't have access fo existing accounts!

Confirm the warning by clicking OK. The list of banks, to which the new user can connect, opens up.
Follow the instructions in the chapter Communication/My first connection (page 24).

The user's authorizations are linked to the selected account. Authorizations for different accounts can
differ. The authorizations, which apply to the currently selected account, are always used.

At entering the Hal E-Bank program, some buttons, icons and menu commands will be activated or
deactivated (colored in grey) depending on the user's authorizations. You will not be able to use some
functions. The icons for changing personal number (PIN), for first connection to the bank and for
closing the program (cross mark) are not dependent on the authorizations and are always active. The
authorizations are written in the bank in coded format. The user's profile is adjusted with the current
state of authorizations at the bank during each connection with the bank.
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ADDITIONAL TOOLS AND SETTINGS

The authorizations for work with Hal E-Bank are divided into the authorizations for work with the
selected account and authorizations for work with files.

You can check the authorizations of the user currently using the Hal E-Bank program by clicking the
button next to the account owner's name.

File Wiew Commonication Tools  Help

ﬁ‘&||@‘?ﬂ'gl‘%|%‘ﬁﬁ|?|‘?‘@|$§||Dmesticpavments j
Bal®bank STREET 10 CITY |E)bank ik -
o [FReE =] H[os0sz000 ~|[oanezonn ~

The window »Account owner and the trustee for the selected account« will open. Detailed information
on the user currently using Hal E-Bank are displayed (authorizations, digital certificate information,
etc.), for the selected account.

P back

Account owner and the truzstee for the selected account.

Aocount owner ;

Name: M COMPANY Phrana:
Address STREET 10 Fas:
CITY Regizter number : 93765432
T ax number : 12345678
Trustee for the selected account: w» Yiew certificate Signing: .
Barbara Jeram (&R:192, 1D:1234565118) No. of left signatures: [0
Trustee's smartcard number: 2113239 Mo. of right sighatures: 1
— Authorizations for the account —— = Worle with the files
data entry " file: irnpart r
batches preparation + zighing r
signing 3 file zending r
data zending v files reviewing r
reviewing "
adminiztration [+
gignature categorny 1]

You close the review of data on the account owner and the account trustee by clicking the Back
button = back

1. Authorizations for work with the selected account:

e Authorization for entering data is intended for using the Address book of business partners
and their accounts and for preparation or import of payment orders.

e Authorization for preparation of batches is intended for forming payment orders in
batches (in case you don't have the authorization for preparation of batches, prepare orders
individually).

e Authorization for signing is intended for reviewing payment orders and signing batches, but
at the same time also for changing and completing the Address book. For signing orders and
batches, the signature category described in continuation, is also important.
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ADDITIONAL TOOLS AND SETTINGS

e Authorization for sending data is intended for transfer of data between the bank's server
and the Hal E-Bank local database.

e Authorization for reviewing is intended for review of transaction items, statements,
balances, notifications, etc.

e Authorization for administering is intended for administrative operations in Hal E-Bank,
such as deleting local database, refreshing program from the bank’s server, etc.

2. Authorizations for work with files:
e Authorization for entering files is intended for preparation or import of files.
e Authorization for signing is intended for reviewing files and signing.

e Authorization for sending files is intended for transfer of files between the bank's server
and the Hal E-Bank local database.

e Authorization for reviewing files is intended for review of files.

Apart from authorizations, there is also the signature category; it defines which signature the user
can perform on each account. Namely, for each account the number of required left (minimum 0,
maximum 3) and right (minimum 1 and maximum 3) signatures is specified.

The users, who sign documents, are classified in four signature categories:

a. First (1.) category enables the user to perform all missing left and right signatures, which
means that he/she can sign the document on his/her own,

b. Second (2.) category enables the user to perform the left or the right signature, depending
on the order of signing,

c. Third (3.) category enables only the left signature,
d. Fourth (4.) category enables only the right signature.
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ADDITIONAL TOOLS AND SETTINGS

Communication

My First Connection

If you open a new account with the bank, you have to establish the first connection to the bank in Hal
E-Bank.

File View | Communication Tools Help
f g doka : |@|?||?|@|%||Dumesmpam j
Cornection to the Backend system [FreE ] H[soea000 ~|[osoazo0 |

= Bank selection | x|

Preparation Marked records Not |15y data arent in the database.
: Sum: - /- Select the bank to which you want bo connect.
Documents M arket:

date /| Reference |

Connect

2 il FRIVREDMA BAMKA AD PANCEVD 7y
FROCREDIT BANE AD BEOGRAD J Cahcel |

@ RAIFFEISENBANE AD BEOGRAD

SOCIETE GEMERALE SREIA AD BEDGRAD

UMICREDIT BAME. SRBIJA AD BEOGRAD

UMIVERZAL BANEKA AD BEDGRAL

WVOMODJANSES BAMEA AD MOV EEES U TS T (T S
WOLKSBAMK D BEDGRAD

ZEFTER BANKA AD BEOGRAD - § o
DEMO BANKA, bank

Digital cerificate

owner  Sandi Kuzma, HSLCOM D.D.

ser. no.: 0572 21 Rewview
izsuer.  Halcom Ca& PO 2 _

walid until. 12.11.2012 Selection

Info

Ingert smart card inta reader or USB key into USE port
and enter your personal number:

r@ (5) ok | comcel |

nport Slein WL e E el Lleiesirel ) fziz rlasyi ik

|Marked records Mo: 0/0 |Sum: - - [0.04.201011:57 |

=

Select Communication > My first connection to the bank.

2 The window opens, where you select the bank with which you want to
establish the first connection.

w

Confirm the selection by clicking Connect.

N

A window opens, where you enter the personal number (PIN code).

ol

Confirm the entry of personal number by using the OK command.
The connection with the bank is established. The data are transferred from the
bank. If the notification window opens, close it.
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Connection Settings

In Hal E-Bank, you can specify for each bank separately the type of connection, IP address and name
of dial-up connection, if you use the dial-up connection. In case of the HTTPS connection, you can also
specify the HTTPS IP address.

File  View | Communication Tools Help
Refreshing data _
ﬁ My First connection ko the bank ¥|@‘|?||?|@|$§||Damtmm
[(@bank s

[FreE =] H[esoez000 ~|[osnazoio

Lo L

s = Select the bank
o e e T rsomes |
patameters fer  [DEMO BANKA @ |
2L il
(NG [ CommCction vps and parautic P adhess
12 messages & LAN |mars.halcom. si
= " Dialup gonnection
Delivery |HALCOM |
HTTFS IP address
[~ HTTPS cormection [ebatkaﬂehh-bg.m
"

Info

Sieri I rizigin) rigiiniel stz

|Connection settings |Marked records No: 0/0 {Sum: - J- [p.04.201011:57 |

1 Select Communication > Connection settings.

2 The window opens, where you select the bank from the list (2a). If
necessary, change the settings (2b).
The connection with the bank's server will be successful only if all connection
parameters are set correctly. Correct settings have to be entered before the
first start of the client. The bank will send you all the settings details.

3 Confirm the entry by clicking OK.
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